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x DeepFake Game Competition (DFGC) @ 1JCB 2021
[A Organized by bob_peng Mar 08, 2021-Apr 19, 2021
' G A competition to evaluate the status of adversarial game between 194 participants
Deepfake creation and detection.

DeepFake Game Competition USD $8,000 reward

DeepFake Game Competition (DFGC) @ 1JCB 2022 -

L
K Detection Track (NEW) Mar 15, 2022-May 15, 2022
Organized by bob_per
. G rganizec by bob.peng 58 participants
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original-1 wany-2 jiachenlei-8 winterfell-4 original-2 wany-2 jiachenlei-8 winterfell-4

USD $8,000 reward

""""""""""""""""""" Deepfake creation and detection. This is the second edition ...

DeepFake Game Competition on Visual Realism Assessment
(DFGC-VRA) @ IJCB 2023 Mar 01, 2023-Apr 15, 2023 orginal-2 3 0CCine
Organized by bob_peng 5 =
2 YROLEHD 28 participants !
C A competition to automatically assess the visual realism of deepfake (face- i = N & N
RaanCaba Rama Famnasisian swap} videos. " ¥ ‘ ! ' J K :

CIZRAEHE: RN IE B 2R EH Pria 3% WAL LE BR A I8 B B 4R
Bo Peng, Hongxing Fan, Wei Wang, Jing Dong, Yuezun Li, Siwei Lyu, Qi Li, Zhenan Sun, "DFGC 2021: A DeepFake Game Competition", 1JCB 2021

Bo Peng, Wei Xiang, Yue Jiang, Wei Wang, Jing Dong, Zhenan Sun, Zhen Lei, Siwei Lyu, “DFGC 2022: The Second DeepFake Game Competition", 1JCB 2022.

Bo Peng, Xianyun Sun, Caiyong Wang, Wei Wang, Jing Dong, Zhenan Sun, "DFGC-VRA: DeepFake Game Competition on Visual Realism Assessment", IJCB 2023.

October 18th, 2024 AN hEE R E SR



FRERFR B R G R

: g S L f BRI
BRI Face X-ray

o Face X-rayE—HIJ ARSHHERSHITIRINAY DX, FIRSRETEREE)
SRS ERIZ (RIS TIRE

-

Input Groundtruth Prediction

Our method focusing
on blending artifacts

! i Previous methods focusing { N face X- -ray mask 1 - mask
on manipulation artifacts

Figure 4. Nlustrating the relationship between face X-ray and the

Ig: background face

Color
correction

W Nearest
search
—

I - foreground face

\ . Deformation
Ig: background face - . & Blur

Landmarks of I Initial mask M: final mask

B: face X-ray

Li, Lingzhi, et al. “Face x-ray for more general face forgery detection.” Proceedings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition. 2020.
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Shiohara, Kaede, and Toshihiko Yamasaki. "Detecting Deepfakes with Self-Blended Images." Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. 2022.
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Weinan Guan, Wei Wang, Bo Peng, Jing Dong, Tieniu Tan, "ST-SBV: Spatial-Temporal Self-Blended Videos for Deepfake Detection
Chinese Conference on Pattern Recognition and Computer Vision (PRCV), 2024
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Zhu, Xiangyu, et al. "Face Forgery Detection by 3D Decomposition." Proceedings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition. 2021.
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Zhang, Xu, Svebor Karaman, and Shih-Fu Chang. "Detecting and simulating artifacts in gan fake images." WIFS, 2019.
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Qian, Yuyang, et al. "Thinking in frequency: Face forgery detection by mining frequency-aware clues." ECCV, 2020.
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Zheling Meng, Bo Peng, Jing Dong, Tieniu Tan, Haonan Cheng, "Artifact Feature Purification for Cross-domain Detection of Al-generated
Images", Computer Vision and Image Understanding (CVIU), 2024.
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Deepfake Detection i Perturbation Injection Module

v .
>

ﬂ denotes the shallow layers of this model

i
1 £== denotes the features in different channels
. denotes the perturbation injection module : u and o respectively denote the mean and standard deviation of the features

Weinan Guan, Wei Wang, Jing Dong, Bo Peng, "Improving Generalization of Deepfake Detectors by Imposing Gradient Regularization", IEEE
Transactions on Information Forensics & Security (TIFS), 2024.
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Weinan Guan, Wei Wang, Jing Dong, Bo Peng, "Improving Generalization of Deepfake Detectors by Imposing Gradient Regularization", IEEE
Transactions on Information Forensics & Security (TIFS), 2024.
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Different Eye Color Dissimilarity in eye colors

Disty = min(|lyg — rg|,360 — |lg —rgl)

. | : DiSt_q: |35—T5'|

Disty = |IV — T‘Vl — o ' — e om
. A . . o o 02 02 06 08 - 10 0'0.0/ 02 04 06 08 - 1.0
Distysyv = Disty + Distg + Disty . <; ‘

(a) Faces generated by ProGAN (b) Faces generated by Glow

(b) Logistic Regression

ROC curve

HRENSUIRYHIE
Splicing Edges We choose the texture energy approach
& [23] by Laws to generate features that

describe the complexity of the texture
©

Matern, Falko, Christian Riess, and Marc Stamminger. "Exploiting visual artifacts to expose deepfakes and face manipulations." 2019 IEEE
Winter Applications of Computer Vision Workshops (WACVW). IEEE, 2019.

(b) Logistic Regression
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(¢} Biological Signals (d) Signal Trangormations  (¢) Feature Vector Classifier

L

(¢) Time:

J-HI'H'H]]
- TT ........ i e T T

(f) Authenticity
Classifier

Sequence || STMLSTM »|LSTM HLSTMPLSTM

learning

State

prediction %% %% V/II/A %41/2 = (o) CNN-based Classifier
The Eye-blinking clue, Y. Li et al., WIFS The pulse clue, (Ciftci et al. 2020)
2018

* Li, Yuezun, Ming-Ching Chang, and Siwei Lyu. "In ictu oculi: Exposing ai created fake videos by detecting eye blinking." 2018 IEEE
International Workshop on Information Forensics and Security (WIFS). IEEE, 2018.

« Ciftci, Umur Aybars, Ilke Demir, and Lijun Yin. "Fakecatcher: Detection of synthetic portrait videos using biological signals." IEEE
Transactions on Pattern Analysis and Machine Intelligence (2020).
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o FILLGAREMSHRMELMAGIRAESITIEMHE, =HRARGIE, &
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Facial
Appearance

3D Facial & 44
T 200
Facial Action Unit (FAU) intensity along time Mismatch between appearance and shape Yo (b) Verifcation Phas
KUFIHMERELEIBEIFR (—H KUSHMEREEAR3DIK (—FpEx %M%ﬁh%’ﬁﬂl_%%hu
EREMNEIE) AN—H EPNFRE) A —H (—HEREHFIE) T —E.

Agarwal, S., Farid, H., Gu, Y., He, M., Nagano, K., & Li, H. (2019, June). Protecting World Leaders Against Deep Fakes. In CVPR workshops

Guan, W., Wang, W., Dong, J., Peng, B., & Tan, T. (2022, August). Robust face-swap detection based on 3d facial shape information. In CAAI international
conference on artificial intelligence (pp. 404-415).

Dong, X., Bao, J., Chen, D., Zhang, W., Yu, N., Chen, D., ... & Guo, B. (2020). Identity-Driven DeepFake Detection. arXiv preprint arXiv:2012.03930.
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(a) LIVE-VQC (b) KoNViD-1k (c) YouTube-UGC

Tu, Zhengzhong, et al. "UGC-VQA: Benchmarking blind video quality assessment for user generated content." IEEE Transactions on Image
Processing 30 (2021): 4449-4464.

October 18th, 2024 ANEAEE R E AR



FRERFR B R G R

sV IRGISCIa =

y of Patt

INEIEMSRE SLRGFS

e A H?E,mléﬁ SEHEFIIN R RENRRESNINEREMAERE £, HmESIRE
T TRENEMSAREN— BRI S E,

o 1"35_7*5‘/\%?@1“55&5&& AV ESLRGHEAVEE. =11 [E1Z: HOW PERCEPTIVELY REAL
ARE THE FACE-SWAP VIDEOS?

5.0 5.0
4.5 45
[T, oo :t‘m'- s e (V4] ’.-"‘
O 4.0 0 T O 4.0 é{
E _iﬂ%@m i oam E F’”’
= 3.5 % e = 351 L
2 30 = e 230
= i) =
e e o s
C 2.5 C 2.5 g
2 2 i
= 2.0 = 2.0
o o S
1.5 1.57
1.0 ; ; — ; ; ; 1.0 ; 2 ; ; ; ; ;
.0 1.5 2.0 25 3.0 35 4.0 45 5.0 1.0 15 2.0 25 3.0 35 40 45 50
predicted MOS predicted MOS

Xianyun Sun, Beibei Dong, Caiyong Wang, Bo Peng, Jing Dong, “Visual Realism Assessment for Face-Swap Videos”, International Conference on Image
and Graphics (ICIG), 2023
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o TERTMIZERYEUESS (DFGC-2022) JUIRENS FRIFHIZRIL, TTHERTREN
RO R EN, TERE T SR AR MIS IR aX M.

(a) Performance under video level facial-id split (b) Performance under video level submit-id split

Metric SRCCT(std) | PLCCT(std) |RMSE [(std) Metric SRCCT(std) | PLCCT(std) |RMSE]|(std)
BRISQUE 0.2646(.104) ]0.4185(.124) | 0.6473(.055) BRISQUE [0.5379(.202) | 0.5803(.198) | 0.4208(.135)
GM-LOG  ]0.4324(.097) | 0.5630(.088) 10.5907(.053) GM-LOG  |0.5160(.229) | 0.5657(.226) |0.4152(.114)
FRIQUEE |0.5281(.084) ]0.6926(.078) |0.5134(.059) FRIQUEE |0. 6-181( 165) 0.6928(.175) | 0.3536(.082)
TLVQM 0.3988(.081) | 0.5586(.096) | 0.5923(.058) TLVQM 593(.195) 1 0.6165(.203) | 0.3097(.096)
V-BLIINDS | 0.4042(.114) ] 0.6251(.123) | 0.5502(.071) V-BLIINDS | 0. 4801( 235) 1 0.5316(.247) ] 0.4166(.096)
VIDEVAL | 0.3277(.124) 21(.104) 1 0.6376(.054) VIDEVAL [0.5438(.201) | 0.6014(.202) 0.4047(.119)
ensemble 0.6364(.063) | 0. 7979( 052) 10.4298(.052) ensemble 0.7211(.142) | 0.7628(.152) |0.3020(.048)
ResNet50  0.6006(.083) | 0.7827(.059) | 0.4420(.049) ResNet50 | 0.7423(.126) | 0.7868(.132) | 0.2905(.043)
VGGFace | 0.5814(.111) [0.7710(.078) | 0.4486(.054) VGGFace [0.7673(.100) 1 0.7922(.113) | 0.3049(.094)
DEDC-ispl 1 0.5641(.092) | 0.7868(.061) | 0.4380(.047) DEFDC-ispl | 0.7582(.115) 1 0.8009(.129) 10.2825(.050)
DFGC-1st | 0.7952(.051) | 0.8975(.028) 0.3132(.030) DFGC-1st | 0.8081(.096) 0.8356(.106) 0.2540(.037)

Xianyun Sun, Beibei Dong, Caiyong Wang, Bo Peng, Jing Dong, “Visual Realism Assessment for Face-Swap Videos”, International Conference on Image
and Graphics (ICIG), 2023
October 18th, 2024
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e DFGC-VRA: DeepFake Game Competition on Visual Realism Assessment &
HELFZEE. 11815, baselineFi%, Tk | EZEEVNISERLE.

CdaLab Search Competitions My Competitions Help Sign Up Sign In
- Competition , _
Y DeepFake Game Competition on Visual Realism Assessment (DFGC-VRA) @ JCB 2023 Method-1 Method-2  Method-25 | Method-26 - Method-35
' Organized by bob_peng - Current server time: Oct. 7, 2023, 11:37 a.m. UTC -
@__ First phase End IDiPair=1
o _ DPair-2 1 Train set (700 videos) ~ |Test-2 set (280 videos)
arch 1, , midnight UTC April 15,2023, 11:59 p.m. UTC
Learn the Details | Phases  Participate  Results ~ Forums % ID Pair-14
— D Pair-15
. Results : :
Evaluation S
Terms and Conditions The top-3 competition winners and their final scores: TESt_ 1 Set (300 VI d 905) TeSt - 3 SEt (120 Vl d eos)
1st-place: zry (the OPDAI team), 08851 ID Pair-20

2nd-place: achilles10 (the HUST423 team), 0.8564

3rd-place: FRI (the FRI team), 0.8545

Congratulations to the competition winners!

More technical details will be available in the summary paper. We look forward to seeing you in our future

competitions.

Join us on Github for contact & bug reports ~ About  Privacy and Terms v

Bo Peng, Xianyun Sun, Caiyong Wang, Wei Wang, Jing Dong, Zhenan Sun, "DFGC-VRA: DeepFake Game Competition on Visual Realism Assessment", 1JCB 2023.
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Table 1: Overview of competition results. LB stands for leaderboard results obtained by re-running the inference code and the
teams’ model checkpoints, and RP stands for reproduced results by re-running the training/fine-tuning codes by organizers.

Team LB RP Backbone Pre-train Fine-tune Loss Inference
OPDAI 0.8851 | 0.8825 Swin-transformer DFDC Det DFGC-22 Norm.-m-norm, 3 frames score fusion
KL divergence
DFGC-22 MAE, rank, 20 frames score fusion,
HUST 0.8564 | 0.8474 ConvNeXt, LSTM ImageNet & extra data PLCC 5 models ensemble
UNILJ 0.8545 | 0.8501 ConvNeXt, Eva Deepfake Det, | pre 5y RMSE 10 clips score fusion,
ImageNet 2 models ensemble
USTC 0.8360 | 0.8116 ResNet152 ‘selt—collected DFGC-22 rank 8 frames score fusion
face-swap data
INT&NUST | 08257 | 0.8146 ResNext—Trgnsformer ImageNet DEGC.-22 PLCC, 4 frames score f_usmn,
hybrid MSE 2 streams fusion
: ConvNeXt & . SVR on regression on
Baseline [28] | 0.5470 | 0.5470 Swin-transformer Deepfake Det DEGC.22 MSE video feature

Bo Peng, Xianyun Sun, Caiyong Wang, Wei Wang, Jing Dong, Zhenan Sun, "DFGC-VRA: DeepFake Game Competition on Visual Realism Assessment", 1JCB 2023.
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StyleGAN2 - FFHQ,  StyleGAN2 - Dog  StyleGAN2 - Human LDM - CelebA LDM - LSUN Anyres GAN

A child is domg a tnck A girl with a kite running
on a skateboard in the grass
FaceScore: Benchmarking and Enhancing Face Quality in Human Generation, arXiv’ 2024

Bearded man in a suit about to enjoy an adult beverage
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“jedi duck holding a lightsaber” “Two-faced biomechanical cyborg

- R
e
N v g
*y
> - .

"Pick-a-pic: An open dataset of user preferences for text-to-image generation." NeurIPS 2023.

Score Dimension Image Ratings Generation Public Available
DiffsionDB [15] No No 1,819,808 0 Diffusion (1) Yes
AGIQA-1K [13] MOS Perception 1,080 23,760 Diffusion (2) Yes
Pick-A-Pic [16] Preference Overall 500,000 500,000 Diffusion (3) Yes
HPS [17] Preference Overall 98,807 98,807 Diffusion (1) Yes
ImageReward [14] Seven Point Likert | Perception; Alignment 136,892 410,676 Auto Regressive; Diffusion (6) No
AGIQA-3K MOS Perception; Alignment 2,982 125,244 | GAN: Auto Regressive; Diffusion (6) Yes

"Agiga-3k: An open database for ai-generated image quality assessment.“ TCSVT 2023
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__________________

| bt terible re) E, Methods PLCC SRCC KRCC
| ' )i | bad text
. : /! FID 1 1 11
[LC], |[LC], [LC]M:{ o b o coder 7] 0.1860 0.1733  0.1158
................. | ; CEIQ 0.4166 0.3228  0.2220
: average : | ﬁ ‘I
Ir=ui . i NIQE [17] 0.5171 0.5623 0.3876
' [ perfect | | P 3[S| GMLF [31] 0.8181 0.6987 0.5119
’ Concat |—> |§ (|| —> S
P - | R CNNIQA 0.8469 0.7478  0.5580
Ve ] ; DBCNN 0.8759 0.8207  0.6336
[ CLIP-IQA 0.8053 0.8426  0.6468
— %— CLIPAGIQA (Ours) | 0.8978 0.8618 0.6776

I

Zhenchen Tang, Zichuan Wang, Bo Peng, Jing Dong, "CLIP-AGIQA: Boosting the Performance of Al-Generated Image Quality Assessment
with CLIP", International Conference on Pattern Recognition (ICPR), 2024.
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Irp alpha_1_beta_0

Irp.z_plus

(a) GradCAM  (b) LTPA 1v. 2 (c) SHAP (d) Bonettini
Q1: A bot thinks that this face has been edited (indeed it is). In your opinion,

which ones of the 4 animations best expiain why the robo. believes this? *

[ ] Explanation; [ ] Explanation, [ ] Explanation. [ ] Explanation:

» Malolan, Badhrinarayan, Ankit Parekh, and Faruk Kazi. "Explainable deep-fake detection using visual interpretability methods." 2020 3rd International

Conference on Information and Computer Technologies (ICICT). IEEE, 2020.
* Pino, Samuele, Mark James Carman, and Paolo Bestagini. "What's wrong with this video? Comparing Explainers for Deepfake Detection." arXiv preprint

arXiv:2105.05902 (2021).
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SRS n RESERE
Facial Hull M Perturbation & Facial Hull M I+ B
a
-

= LLXM E Fixed mSax P(real) f? Eixtedt ngz:lex P(real)

\ " ) Detection etection '

4 e - Model(s max P(fake) x(1— M) &) Model(s max P(fake)
Detected Fake I Explanation I, Detected Fake I Explanation I,

More real Original More fake

More real Original More fake

Bo Peng, Siwei Lyu, Wei Wang, Jing Dong. "Counterfactual image enhancement for explanation of face swap deepfakes." Chinese Conference on Pattern Recognition
and Computer Vision (PRCV). Cham: Springer Nature Switzerland, 2022.
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Bo Peng, Siwei Lyu, Wei Wang, Jing Dong. "Counterfactual image enhancement for explanation of face swap deepfakes." Chinese Conference on Pattern Recognition
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Yang Li, Songlin Yang, Wei Wang, Ziwen He, Bo Peng, Jing Dong, “Counterfactual Explanations for Face Forgery Detection via Adversarial Removal of Artifacts”,
IEEE Conference on Multimedia Expo 2024 (ICME).
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Pixel Level (Real) Color Level (Fake) Color Level (Real) Pred: Fake Grad-CAM (Fake) Pred: Real Grad-CAM (Real) Residual

Pred: Fake Pixel Level (Fake)
Ours

Peng et al.

Pred: Fake Grad-CAM (Fake) Pred: Real Grad-CAM (Real)

Grad-CAM (Real)

Pred: Real Ruldunl

Grad-CAM (Fake)
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Visible
Artifacts

Illumination
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Yang Li, Songlin Yang, Wei Wang, Ziwen He, Bo Peng, Jing Dong, “Counterfactual Explanations for Face Forgery Detection via Adversarial Removal of Artifacts

IEEE Conference on Multimedia Expo 2024 (ICME).
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Fake MstatAttack FGSM PGD Ours

Model Attack Efficient-b4  Xception = MAT  RECCE

FGSM 992 172 303 23

. PGD,,, s 99.9 18.5 312 12.2

Efficient-b4 Ours 98.9 85.7 75.8 54.0

FGSM 436 993 7.15 26.5

Ceenion  PGDling 4.86 100 715 26.5

P Ours 86.1 99.2 73.9 73.0

FGSM 18.0 214 99.8 32.9

PGDI,,, ; 18.0 214 100 28

MAT Ours 80.6 82.0 90.6 70.0

FGSM 9.74 26.0 26.7 99.5

PGD,,, s 9.62 26.0 282 100

RECCE Ours 89.6 95.0 90.0 08.8

Fake MIFGSM FGSM PGD Ours

Yang Li, Songlin Yang, Wei Wang, Ziwen He, Bo Peng, Jing Dong, “Counterfactual Explanations for Face Forgery Detection via Adversarial Removal of Artifacts”,
IEEE Conference on Multimedia Expo 2024 (ICME).
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